1. Introduction {#sec1}
===============

The development of information technology has significantly changed the functioning of contemporary organizations in different areas ([@bib41]). This applies not only to such spheres of the organization\'s activities as marketing ([@bib1]; [@bib10]), advertising ([@bib44]), logistics ([@bib47]), sales or banking ([@bib12]; [@bib11]) but also in the scope of work organization ([@bib15]; [@bib21]) or project management ([@bib18]; [@bib26]). Thanks to mobile technology and social media (SM), the way of communication between members of project teams and the style of managing them have changed. In particular, this applies to teams operating under remote working conditions ([@bib49]) or composed of people representing the younger generation ([@bib54]) where SM options have become their natural channel of communication and cooperation ([@bib8]). Nevertheless, the use of SM in the discipline of project management is relatively low compared to the overall development of SM, especially in Poland. The Deloitte Shift Index ([@bib19]) showed that only 10% of respondents used SM in project management. Generally, researchers indicate that SM is not in widespread use in project management ([@bib23]). The number of available tools and techniques designed to be used as part of project management has not increased significantly. The reason may be that the phenomenon of using SM to support project management is relatively new. There are no models or strategies to guide our understanding of the important factors connected with this practice or how these factors influence project success ([@bib52]). Therefore, project managers are concerned about the lack of overarching strategy, the lack of support from management staff, security issues, information overload and the blurring of lines between professional and private information in order to realize the benefits of using social media in project management (Perera et al., 2017).

The purpose of this paper is to present some possibilities of using SM in project management (from the project team members point of view), considering the opportunities and threats. The conducted questionnaire survey and in-depth interviews among project team members allow us to identify the most important benefits and threats related to the use of SM in specific areas of project management.

The paper is structured as follows. First, it will present the literature review on project management and SM and then consider the opportunities that SM provides in different aspects of project management. Furthermore, the conducted survey will be presented which will be the basis for presenting the opportunities and threats of using SM in project management. Lastly, recommendations for practitioners on how to define the policy of using SM in project management will be introduced.

2. Background {#sec2}
=============

At the very beginning of the scientific approach to project management (started in the 1960\'s), major problems in managing projects were associated with technical aspects of the tangible results of projects ([@bib22]). That was so as the projects were mostly single, long-lasting endeavors run in a static environment ([@bib58]). The outcomes of projects were very often limited to construction and military areas, with the usage of different tools and techniques to support single project management. With the increasing number of projects run by companies worldwide, new threats and opportunities appeared ([@bib20]; [@bib28]). They were mostly associated with the rapid development of new tools and techniques over time ([@bib59]). Nowadays, we discuss the issues related to multi-project environments ([@bib4]), distributed project teams ([@bib25]) and the dynamic environment resulting in aggressively changing requirements ([@bib56]). Moreover, the importance of project management has been increasing in the face of the changing environment, new challenges, globalization and specialization in the global economy ([@bib46]). However, the biggest influence on the way we manage projects nowadays has been the rapid development of Information Communication Technologies (ICT) ([@bib36]). With the significant increase in the number of projects run globally ([@bib35]), project teams are formed more often than ever and thanks to ICT, can work in the virtual world ([@bib53]). Moreover, with the upcoming industry 4.0 era, project management needs to adapt to the newest trends in perceiving the new technologies ([@bib64]). It is not only limited to cloud computing ([@bib45]) and artificial intelligence ([@bib62]), but to many other aspects as well ([@bib31]). For example, [@bib33] discuss the increasing involvement of public opinion in feasibility studies, construction, final assessment of large hydro projects. They give recommendations for using SM on how to manage the project stakeholders and public relations, as non-compliance of local communities may cause overruns, delays, or even project failure.

One of them is definitely the use of SM. However, there are limited works on the application of SM while managing projects ([@bib39]; [@bib63]) and they mostly focus on the early, conceptualization stage ([@bib61]) or they relate to specific areas associated with projects, e.g. according to [@bib6], social media can be useful as an informal source of information about competitors, customer preferences, as well as providing opinions about products and market trends. The literature review shows that, with regards to project management, we are starting off on the road to understanding how we can apply the newest technologies in order to enhance our opportunities and limit the threats.

SM can be described as a modern technology, comprising of both hardware and software, that facilitates content creation and interaction by online users ([@bib12]). SM can also be described as *"a group of Internet-based applications that build on the ideological and technological foundations of Web 2.0, and that allow the creation and exchange of user-generated contentˮ*([@bib34]). In general, SM can be defined as information channels enabling interaction between users (exchange of information, knowledge, expressing opinions, comments, etc.). A typical classification of SM includes collaborative projects (e.g. Wikipedia), blogs, user-generated content communities (e.g. Flickr; YouTube), social networking sites (e.g. Facebook; Twitter), virtual game worlds (e.g. EverQuest), and virtual social worlds (e.g. Second Life). There are also typical social network and enterprise tools assigned which support communication and collaboration in project management. These tools are, for example: Microsoft Project, Yammer, Skype for Business, Redmine, TeamViewer, Trello, Slack. Yammer is something akin to the Facebook of the corporate world, where replacing friends with colleagues, advertisements with corporate reminders and where updates pertain to events, problems and questions that colleagues are trying to solve.

The impact of SM on the workplace is indisputable. This is a new reality in the world of work and it leads to the following features and trends constituting specific challenges for organizations and project managers ([@bib32]):−barriers that separate the professional sphere from the private one disappear. People are more and more often in a state of readiness to constantly communicate work-related matters through new technologies;−communication tools, such as Linked-in, Facebook allow the monitoring of the labour market in search of new development opportunities;−information on the organizational culture of companies is easily available, potential employees can easily get knowledge concerning a particular organization;−employees are working more and more in multicultural (also virtual) teams operating in different parts of the world;−there is a growing number of qualified part-time employees in flexible forms of employment, which entails the need to develop new rules for cooperation with them, creating opportunities for them to develop professionally;−demographic changes are taking place, generation Y is already more than half of all employees; their expectations towards employers and work are different from the expectations of previous generations and require the use of other management instruments.

Companies and organizations should be conscious of the power of SM and increasingly incorporate these new tools into their management processes. It is especially important for project team managers because projects are a crucial part of innovative organizations. Therefore, executives and project managers must be aware of what SM is and how it can strengthen their projects.

The researchers indicate that SM can support project managers in their work, in the following areas: communication ([@bib40]), collaboration ([@bib26]), engagement ([@bib27]), management of knowledge ([@bib51]; Perera et al., 2017) and work productivity fields ([@bib17]), as is shown in [Table 1](#tbl1){ref-type="table"}.Table 1Using SM in project management.Table 1Areas of usage SMOpportunitiesThreatsCommunicationEffective and instant information exchange between all members of the project team.\
Conducting teleconferences and videoconferences while working on projects,\
Establishing contacts with potential clients and contractorsDisclosure of confidential project data by the employee\
The occurrence of various technical problems,\
Acquisition of confidential data of project\
Hacking an account,CollaborationVirtual meetings are a tool for connecting interest groups.\
It creates areas of cooperation for the departments of companies, individuals and for work in the implementation of projects, exchange of experienceRisks of wasting time on private conversations and non-project related mattersEngagementTool that builds and sustains involvement in various business matters. Motivate employees to participate more in corporate events.The boundary between free time and work disappears, which leads to occupational burnout and decreasing productivity and engagementManagement of knowledgeAppropriate use of social media by the employee in the organization raises his creativity.\
Thanks to greater creativity, the employee improves his own qualifications and more effectively supports the activities of the organization in which he works.Disclosure of project data and confidential information.Work productivityImprovement of efficiency is related to the way of communication, access to resources (data, expertise).\
It gives the opportunity to create project groups, quickly exchange information in a group, regardless of the place of work, submit ideas, etcWork productivity decreases due to wasting valuable time by browsing private accounts\
Barriers between the professional and private spheres disappear, instant and continuous communication leads to a lack of rest and distanceSource: From [@bib40]; [@bib51]; [@bib26]; [@bib17]; Perera et al., 2017.

2.1. Communication {#sec2.1}
------------------

The importance of effective communication to the success of projects is well described in the literature ([@bib52]). [@bib40] in his research, focused on organizational issues and said that effective communication within the project team depends on timely and efficacious information exchange between project managers and sponsors. Moreover, he found that effective project managers communicated in ways that promoted cordial relationships and kept key personnel informed regarding project status while adapting the communication style to the project\'s characteristics. A project manager increases his chances of delivering a successful project through good communication with project stakeholders and by being informed on project issues on time. Nowadays, more and more communication takes place online with SM tools which provide constant communication between project managers, participants and owners. Therefore, SM provides an opportunity for supporting efficient and effective team communication in different project teams ([@bib57]).

2.2. Collaboration {#sec2.2}
------------------

In the past, project managers and project teams worked together being in a single office location. Project management software was installed on a desktop workstation and status reports were delivered at weekly meetings. The projects were subjected to a monthly executive review. Today, thanks to new technology and SM, collaboration and management of team projects have changed dramatically. In contemporary project management, at least one team member could be physically separated for some part of time but project sponsors expect real time access to project data. In addition, international project teams are increasingly working around the clock ([@bib26]). Using SM can reduce travelling expenses and help document best practices and project learning. Moreover, SM portals enable virtual meetings to be held, of the creation of areas of cooperation for the departments of companies, individuals and for work in the implementation of projects, exchange of experience. SM are effective enablers of project collaboration. They ensure a high level of cooperation between project team members, stakeholders and managers. SM has all the features of a project collaboration tool.

2.3. Engagement {#sec2.3}
---------------

What is very important and underestimated among project managers is the fact that social networking sites work well in regards to tool building and supporting the engagement of project employees in the success of the project and various company matters. It can motivate employees to participate more in corporate events - or to create them. Furthermore, [@bib27] claims that project managers are primarily focused on creating participation in projects and, for that reason, it is important to know how to engage people. One way to achieve this is to make use of SM.

2.4. Management of knowledge {#sec2.4}
----------------------------

SM can be viewed as informal knowledge management systems ([@bib14]), as well as "second-generation knowledge management" systems that can facilitate the creation of new knowledge by the community ([@bib18]). In fact, recent studies have found that developing close relations with others facilitates knowledge sharing and creation (Perera et al., 2017). Therefore, the greater the social interaction ties between users, the more the knowledge-sharing activities within SM environments ([@bib43]). Using social technologies for a competitive advantage: impact on organizations and higher education. Projects require interdisciplinary collaboration, as well as knowledge sharing and transfer between business and technology experts. SM offers potential solutions for sharing information quickly, globally, and among large numbers of individuals, and for supporting organizational knowledge flow. Therefore, social networks are used to acquire, share and disseminate information and knowledge about specific issues they have, thus affecting the development and success of the project ([@bib51]). One of the biggest advantages of social networking is the exchange of knowledge in real time.

2.5. Work productivity {#sec2.5}
----------------------

Social networks can help to get better results from members of the project. Performance improvement is related to the way of communication, access to resources (data, expertise). It provides the opportunity to create virtual project groups quickly exchange information in a group, regardless of the place of work, submit ideas, instant feedback, etc. Virtual teams also contribute to the increase of cost efficiency ([@bib24]). Looking at this trend, it is not surprising that virtual teams are now widely used in project management. In addition, SM can be used for knowledge sharing & project visibility and can also be used to identify, organize, and deploy project teams. Linky ([@bib38]) gives practical recommendations concerning the most popular and frequently employed social media software programs and tools in projects. The platforms that are discussed from management project management standpoint are: LinkedIn, Facebook, Twitter, Yammer, Google+, Blogs, YouTube, Webinars, SlideShare, Podcasts, Vodcasts.

The consequences of using SM by project managers and organizations can bring not only opportunities but also some disadvantages ([@bib7]). SM can have a negative influence on workers\' productivity. Employees may waste valuable time using SM sites such as Facebook and Twitter. They can also use SM to attack the company\'s reputation. Rude, unwelcome and negative comments made by a company\'s employees can really generate a negative image for the company and their brand.

Practically, the risks involved by SM are divided into three main categories ([@bib27]): reputational, work productivity and information security. Starting from the use of personal accounts to communicate information related to the project, posting photographs or information, destroy the company\'s reputation and security issues ([@bib49]). [@bib16] argue that when project partners start to develop a cooperation strategy, special attention should be paid to security issues. They examined important security issues in project work with problems arising from various security policies for compliance purposes and content authentication.

In her studies, [@bib55] showed that the use of SM in the management of the project is associated with benefits and also with some threats. In the case-study, Perera et al (2017) identified, obstacles to social media implementation in organisations, such as reduced productivity, conflict of interest, lack of encouragement and control, cost of resources and restricted Internet usage. Whereas, according to [@bib13] survey, SM increases speedy access to knowledge, contains internal/external experts and reduces communication costs ([@bib13]). [@bib52] suggested efficiency and trust as potential benefits of using SM, as well as facilitating access to tacit knowledge exchange. However, they did not formulate hypotheses and test them. [@bib38] states that SM is transforming communication in projects because it provides instant access to a broader audience than was previously possible through conventional communication means. [@bib26] explains why project managers should become involved with SM and offers practical advice to practitioners. Practitioners such as [@bib38] [@bib26] and [@bib29] provide some advice on how SM can be used in a project environment. However, such suggestions are limited ([@bib60]). According to [@bib38] for example, we should focus on virtual teams. Practitioners views are influenced by the communication practices and norms of specific organisations and their perceptions pertaining to the use of SM are influenced by traditional concepts of project management ([@bib60]). Critics suggest that SM may fundamentally change project management for the worse by encouraging project managers to stop planning and to focus on individual issues, and wasting time by members of the project team ([@bib3]).

3. Hypothesis {#sec3}
=============

The literature review reveals the existence of a knowledge gap regarding the identification of the general impact of using SM in project management. There are no research outcomes where project management practitioners would identify areas in which SM could be used and what benefits these applications would bring.

Therefore, the main research problem is to investigate areas of using SM in project management and associated benefits and risks based on the literature review, the following hypotheses have been developed:H1There is a positive relationship between the organisation\'s approach to project management and use of SM in project management.H2There is a significant dependency between the use of SM and the way the project team worksH3The use of SM positively affects communication, collaboration, engagement and knowledge management of project employees, and work productivity in project management.H4Using SM in project management decreases the security of information and sensitive project data.

The research model with hypothesis is shown in [Fig. 1](#fig1){ref-type="fig"}.Fig. 1Research model.Fig. 1

4. Methods {#sec4}
==========

In order to explore the impact of SM on project management, an online survey was conducted among project managers, members of projects and others who are involved in project management. The questionnaire consisted of 12 closed-ended questions, with the option of open-ended comment and metrics. Seven questions pertained to the knowledge, skill and experience of respondents in the field of project management in which they have been or have recently been involved. Five questions\' responses were measured using a 5- point Likert scale and inquired into the ways of communication through SM, the influence of using SM in project management in different fields and also policy and security whilst using SM during the project. Non-parametric tests of significance were used in the analysis. These tests do not require standard distribution of measurable indicators. The following coefficients and correlation analysis were applied[1](#fn1){ref-type="fn"}: independence test x2, U Mann-Whitney Test.: C-Pearson\'s, Spearman\'s rank R correlation.

Invitations to the survey were distributed by 1154 e-mails from June to September 2018. The target of this study was members of the International Project Management Association and experts from the National Research and Development Center. The online questionnaire was completed by 108 participants (9%). The research framework includes positive and negative facets of using social media in the context of project management. The interviewees were asked to evaluate potential opportunities and threats of social media use.

5. Results & discussion {#sec5}
=======================

More than half of the respondents (56%) were between 37 and 50 years old. One quarter of respondents (27%) were between 25 and 36 years old. Every tenth (11%) respondent was between 51 and 65 years old. The rest of the respondents were more than 65 years old. Experience in projects up to 5 years was declared by 20% of respondents. 21% of respondents had experience in projects between 6 to 10 years, 23% of participants declared experience of between 11 to 15 years and also 25% of participants had experience in projects between 16 to 25. Over 25 years of work in projects was declared by 11% of respondents.

Respondents who attended the study have various certificates in the field of Project Management like PMI (Project Management Institute), IPMA (International Project Management Association), Prince 2 Foundation, Prince 2 Practitioner and others. 31% of them have at least two certificates in this field. Respondents played different roles in the last/current project. 57% of respondents were project managers and 45% were attending as a Project Team Member.

There were different types of projects in which respondents attended, for example: research/science projects (46%), European Union (EU) projects (16%), innovative projects (18%), projects regarding activities of the public sphere (8%), IT projects (6%) and other.

A high percentage of respondents adopt standard project management (63%), hybrid methodologies (19%), the Agile approach (9%) or combine multiple approaches and others set by the company (9%) ([Fig. 2](#fig2){ref-type="fig"}).Fig. 2Survey answer of the statement: The project team, in which I have recently participated, represents the approach to project management.Fig. 2

The use of SM in projects depends on the methods and approach of organizations to management in the project team. For example, a significant relationship was found between the organisation\'s approach to project management and use of SM in the field: management of the project team (p = 0,001 R = 0,67), project communication management (p = 0,004, R = 0,49), management of subcontractors and project co-operators (p = 0.01, R = 0,61. Managers working in an Agile or Hybrid way are more likely to use SM at work than managers who work in a traditional way, thus giving support for [Hypothesis 1](#enun1){ref-type="statement"}. The project team, in which the respondents participated, worked in a traditional (51%), remote/virtual (22%), mixed/combine (23%) or different way (4%) ([Fig. 3](#fig3){ref-type="fig"}).Fig. 3Survey answer of the statement: The project team in which I have been working/doing recently works in this way.Fig. 3

A significant dependency between the use of SM and the way the project team works was also noticed. From among people who worked in a virtual or mixed way, half of them (51%) indicated that in the last project, SM was used in areas like: management of the project team (p = 0,003), communication management (p = 0,001). Thus, lending support for [Hypothesis 2](#enun2){ref-type="statement"}. However, regardless of the way of work, respondents indicated (60% working in a traditional way, 43% working in virtual, remote way, 48% working in a mixed way) that the use of SM has a positive effect on mutual cooperation between team members. Comparing the answer to this question and way of working (traditional, virtual) by age group, one can see that there is no significant or meaningful difference based on age.

[Table 2](#tbl2){ref-type="table"} shows different types of SM used by project managers/members of projects. 41% of respondents admitted that they used social networks (e.g. Facebook) at work and in private. However, the answers were significantly dependent on the age of the respondents. Younger respondents, especially from Generation X[2](#fn2){ref-type="fn"} Generation Y and beyond, often had their own profiles and half of the respondents, aged over 65, admitted that they did not use social networks at all. The situation was similar with the number of respondents claiming to use video sharing (e.g. YouTube), 46% of respondents used that tool privately, 34% used both at work and in private. Results confirmed global trends indicated in literature that the younger generation more often use social networks in the workplace ([@bib8]; [@bib54]; [@bib30]).Table 2Types of SM used by project managers/members of project.Table 2Social mediaUsed privatelyUsed at workUsed both at work and in privateDo not use at allSocial networks (e.g. Facebook)33%2%**41**24%Services for professionally active people (e.g. LinkedIn, Golden-Line)18%20%37%25%Video sharing (e.g. YouTube)**46%**2%34%18%Photo sharing (e.g. Pinterest, Flickr)20%3%15%**62%**Blogs and micro-blogs (e.g. Twitter)15%3%12%**70%**Synchronous communication tools, videoconferencing (e.g. Skype, Net2Phone, Yahoo! Messenger, Google Talk)17%10%**57%**16%Asynchronous communication tools (e.g. e-mail, forums, shared calendars, groups and mailing lists)2%10%**85%**3%Data cloud applications (e.g. Dropbox, OneDrive, Google Drive)11%10%**73%**6%Dedicated applications for project work (e.g. Slack, Trello, Redmine, TeamViewer, Meduzo)7%20%28%**45%**

According to the survey, the most frequently used types of SM used by respondents in projects were synchronous communication tools (57%), asynchronous communication tools (85%), data cloud applications (73%). Additionally, it can be noted that people with less experience in projects are more likely to use these tools. Dedicated applications for project work were not used at all by 43% of respondents, which was a big surprise. People using these tools had less experience in projects than people who did not use them at all. This means that younger people are more open to new technologies and new working methods, so use of SM significantly changes depending on age. The study found that the least-used SM tools were photo sharing (e.g. Pinterest, Flickr) (62% do not use at all) and blogs, micro-blogs (e.g. Twitter) (70% do not use at all).

In the survey, respondents were asked to indicate in which areas SM application had been used in the last/current project.

Project members and project managers use SM mostly for communication (77%), promotion of projects (77%) and for the management of the project team (66%) or management of project stakeholders. Communication is one of the most difficult things in the project, so the use of SM technology is one of the ways to improve communication and collaboration on the project. The use of SM in projects depends on the way of work. For example, 64% of respondents working in a virtual, remote way, indicated that SM was definitely used in project communication management. In contrast, only 33% of respondents, working in the traditional way, marked this option. These results confirmed earlier findings ([@bib50]) that SM is most often used as a communication tool for a virtual team or projects and also for international projects consisting of various experts from different parts of the world. Project teams composed of members from different countries are becoming commonplace.

The basic questions of the survey focused on the issue of whether project team members were aware of the benefits and dangers of using SM in projects. The participants answered the question to what extent -- in their opinion -- the use of SM affects individual areas in project management. They could choose five options: it affects strongly positively, it affects positively, it has no effect, it affects negatively, it affects strongly negatively ([Fig. 4](#fig4){ref-type="fig"}). The greatest benefits and a positive effect regarding the use of SM were noted in the areas: communication between employees, business partners and shareholders (50%- positively,18%-strongly positively), the coordination of distributed project teams (52%- positively, 32%-strongly positively), the work efficiency of project team members (57%-positively, 23%-strongly positively), knowledge management (acquiring, sharing knowledge, disseminating information) (50%- positively 35%-strongly positively), mutual cooperation between team members (virtual meetings, exchange of experiences) (46%- positively 39%-strongly positively). The indications of the respondents confirm [Hypothesis 3](#enun3){ref-type="statement"}. These results are consistent with the findings of [@bib2], who confirmed that the use of social media positively affects effective communication in construction project delivery in Owerri, Nigeria. Furthermore, the findings support other established research stated by Perera et al. (2017) concerning the benefits of using social media in knowledge management, advertising, communication between partners and shareholders in construction industry projects.Fig. 4Survey answer of the statement: in which areas SM application had been used in the last/current project.Fig. 4

Moreover, there was also a significant dependency between the respondents who indicated the option-definitely positive SM affects individual areas -and the age of respondents (p = 0,0044). For example, from among the people who stated that SM affects them strongly/positively in the area of knowledge management, 57% of respondents were between 37-50 years old (Generation X), 26% were between 25-36 (Generation Y), while only 6% of respondents were between 51-65 (Baby Boomers) and 11% were above 65 (Silent Generation).

These responses also support other established research ([@bib17]; [@bib27]) into how SM can enhance effective communication in project management and engagement. The use of SM enables effective communication and collaboration among individuals and groups, both within and outside of the firm. Our findings are similar to the results of [@bib37] who showed that projects require interdisciplinary collaboration, as well as knowledge sharing and transfer between business and technology experts. In addition, the use of SM in the creation of mobile project groups, fast information exchange, access to expert opinions, definitely affects the working efficiency of projects. Furthermore, research indicated that SM is also used as a marketing tool to promote the project (43%-positively, 28%-strongly positively). More importantly, managers associated with projects regarding the activities of the public sphere more often emphasized (72%) the importance of using social media in the promotion of projects. That point of view is similar to [@bib42] findings where they researched the use of social media for promoting a metro rail mega-project. Additionally, results showed that SM is used as a tool for training and employee development (43%-positively, 22%-strongly positively), which has not been previously indicated in literature studies ([Fig. 5](#fig5){ref-type="fig"}).Fig. 5Survey answer of the statement: What extent the use of social media affects individual areas in project management.Fig. 5

Moreover, the negative and very strongly negatively impact of the use of SM in project management was noted in the security aspect of the project. However, it was surprising that 35% of respondents indicated that the use of SM in project management would have no impact (neutral option) on the safety of the project and on employees\' engagement (37%). Project members, in contrast to project managers, more often indicated a neutral opinion (62%). This may show a lack of respondents\' awareness of the risks associated with the use of social media. Many more respondents indicated ([Fig. 6](#fig6){ref-type="fig"}, [Fig. 7](#fig7){ref-type="fig"}) that information security of the project while using SM is reduced (55%) and the risk of hacking an organization\'s IT system (data loss while using SM) increases (50%). Thus, the indications of the respondents confirm [Hypothesis 4](#enun4){ref-type="statement"}.Fig. 6Impact of the use of social media in project management -- Information security.Fig. 6Fig. 7Impact of the use of social media in project management -- the risk of hacking an organization\'s IT system and data loss.Fig. 7

Security issues have become increasingly serious ([@bib16]), especially for virtual, remote projects ([@bib65]). The security risks grow when managers use social network and enterprise tools which support communication and collaboration in project management. The risk of data interception, information fraudulence and privacy spying are increasing in those kinds of projects.

Although social networks can contribute to better employee productivity, the study showed that employee productivity didn\'t change (39%) and also that it is blurring the boundary between private and professional use, which leads to a decrease in the productivity of project employees (32%) as shown in [Fig. 8](#fig8){ref-type="fig"}. In additional interviews conducted among respondents, most project managers were afraid of a decrease in the productivity of their employees (62%), especially when younger generations take part in the project because they are often permanently connected to the social network.Fig. 8Impact of the use of social media in project management -- employee productivity.Fig. 8

Nowadays, where project leaders are faced with tight deadlines and limited resources, SM is a great idea. Using SM in project management enables instant information exchange during cooperation of team members, which increases the attainment of immediate results. However, it is important to know the rules of conduct on social networks to make sure that it is safe for project management. The necessity to set security rules and the policy of using social media in projects are indicated by [@bib5] and Perera et al. (2017) in the study of the construction industry. Therefore, the respondents were asked to indicate which procedures are needed for using SM in project management ([Fig. 9](#fig9){ref-type="fig"}).Fig. 9Survey answer of the statement: Which procedures are needed for using social media in project management.Fig. 9

According to the results, some actions and procedures are needed for using SM in project management. The most frequent activities indicated were: conducting training among employees regarding the rules of using SM (87%), clear rules and procedures for using SM during Project Management (85%), involvement and support of project managers regarding the use of SM (77%).

Many executives and project managers were concerned about the potential risks involved in the use of SM but the risks can be mitigated or avoided by setting an appropriate strategy or policy for the use of SM in project management. There was a significant dependency between the respondents who indicated the need to implement the procedures and whether they were project managers or only project members (p = 0,0064). Project managers more often indicated the options-definitely needed -- to mostly statement. The organization\'s SM policy should be documented, written in plain language, in a comprehensible way.

The overall results with hypothesis verification of the research concerning opportunities and threats of using SM in project management are shown in [Fig. 10](#fig10){ref-type="fig"}.Fig. 10Results of the research concerning opportunities and threats of using SM in project management.Fig. 10

6. Conclusions {#sec6}
==============

The article presents the results of the research concerning opportunities and threats of using SM in project management. SM usually supports project managers and their members in such areas as communication, cooperation, engagement, knowledge management, work productivity and promotion of the project, employees development. These results are in line with [@bib48] and [@bib38] study, where the importance of social media for project-related work and communication is proven. Results confirmed literature findings on the potential benefits of using social media in a project to improve communication ([@bib26]), cooperation ([@bib52]), engagement ([@bib27]), knowledge management (Perera et al., 2017; [@bib50]), work productivity ([@bib17]). The present research additionally shows a significant dependency (p = 0,00424) between the indicated benefits of using SM in different areas and the age of respondents. Mainly younger respondents, especially from Generations X and Y, more often use social networks in project management.

Successful project management requires forming and maintaining relationships between and among project team members and various stakeholders. Communication is the most elementary component of the project team and has been considered one of the critical process skills for project success. High-quality communication takes place when team members spend sufficient time communicating with each other, exchanging information both formally and informally. Therefore, it is critical to ensure good-quality communication among team members, which is easier to achieve through using different tools of SM. This is particularly salient when project members are experts from various fields and different countries. Social media can also enhance communication because it reduces the time required for meetings. Both offline and online environments are integral components of project management. Survey data shows also that SM is mostly used by respondents in synchronous communication tools (57%), asynchronous communication tools (83%) and data cloud applications (73%). Furthermore, it is also important to highlight that the results of the study indicated that dedicated applications for project work were not used at all by 43% of respondents.

Based on the responses received, project members and project managers with less experience in projects are more likely to use SM in various fields. Additionally, the results of the study indicate that SM in projects is mostly used for communication (77%), promotion of projects (77%) and to manage the project team (66%), management of project stakeholders. These results are consistent with the findings of [@bib2] and [@bib57] regarding the usage of social media in effective communication and also with Perera et al.\'s (2017) findings on the benefits of using social media in knowledge management, advertising, communication between partners and shareholders. Generally, respondents are aware of the benefits and dangers of using SM in projects. The greatest benefits connected with using SM are in the following areas: communication between business partners and shareholders (54%), the coordination of distributed project teams (52%), the work efficiency of project team members (52), knowledge management (50%), the promotion and marketing of the project (46%), mutual cooperation between team members (46%). The consequences of using SM by project managers and the organization can also bring some disadvantages and threats. The negative impact of the use of SM in project management was noted in relation to the security of the project, lack of the boundary between free time and work, which leads to occupational burnout and decrease in productivity and engagement. SM is less used in organisations where the project team works in the traditional way. According to the results of the research, SM is more widely used in organisations with the agile or mixed approach to project management.

Although new forms of information and communications technology (ICT) are increasingly available to project managers and project team members, they have not yet been universally embraced. One of the barriers to understanding the value of SM in project management is the worry that people will waste time on SM sites which will cause their productivity to drop. Moreover, much of the resistance to project management SM deployments is about the fear of losing control of information and security.

Therefore, some policies/procedures for using SM in project management are needed. According to the results, respondents noted, for example: conducting training among employees regarding the rules of using SM (SM) (85%), clear rules and procedures for using SM during Project Management (83%), involvement and support of project managers regarding the use of SM (77%). These responses are supported by other established studies ([@bib27]; [@bib16]) as to the required conditions for the implementation of SM in project management.

According to a broad swathe of literature and empirical research, it is necessary to point out best practice recommendations regarding the usage of social media in the area of project management:1.When organizations are weighing up the use of social media as a communication tool in projects, one of the first decisions they have to make is choosing the right software that should be included in the existing project management information system. Principles of SM usage within projects should be established in a special policy of the organisation, including such elements as:--the purpose and form of communication in SM as one of the elements of the project\'s strategy -- communication, collaboration, management of knowledge, promotion and recruitment,--project members should be aware of the ban on publishing proprietary or confidential materials and information concerning the projects,--responsibility -- every person from an organization publishing materials on SM should know the scope of responsibility for improper online behaviour,--members of the projects must strike a balance between their private and professional presence in SM.2.It is necessary to set security rules, especially for virtual or remote projects because the risk of data interception, information fraudulence and privacy spying is increasing in those kinds of projects.

In summary, the use of SM in projects cannot replace face-to-face meetings. Instead, SM can complement traditional communication modes in projects, particularly when large numbers of individuals are involved. SM can also enhance communication because it reduces the time required for meetings. Both offline and online environments are integral components of project management. Linky [@bib38], the founder of Virtual Project Consulting, pointed out that: *"Social media is reshaping the way we manage projects, by changing the way we connect and communicate with our teams and stakeholders".* SM appears to be used optimally when a team is multicultural (also virtual), with people of Generation X and Generation Y for whom SM is a natural communication channel.

The review of literature and results of the studies clearly indicate the need for further research on the issue. Being aware of the limitations of the studies, especially the sample size, the results should be evaluated by using larger samples. Moreover, as the importance of using the newest ICT technologies will soar in the coming years, follow-up studies in the area of SM in project management should be conducted.
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Correlation significant at: p \< 0.05.

The birth dates of individual generations were selected: the Silent Generation (1925--1945), the Baby Boomers (1946--1960), Generation X (1961--1981) and Generation Y (1981--1999), Generation Z ([@bib54]).
